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HoBble ¢yHKUMU HW 4.5.2 TEXH@ s

o KnacTep BbICOKOWU AOCTYMHOCTH
O HoBble BO3MOXHOCTU MOHWUTOPUHTIA H w

o YnydweHus Beb-uHTepdenca

o [oBbllleHne 6e30MacHOCTU CeTeBbIX MPOTOKOJIOB (_)

o HoBble cepBUCHblEe QYHKLMNU



Knactep BbiICOKOW AOCTYMHOCTM TeXHOeer

o BbiCTpoe nepeksw4YeHWe KacTepa Mo noTepe CBA3U

N NMMTaHUA (

o CMHXpOHM3auUMA ceccun MD B KacTepe
o BupTyanbHoin MAC-agpec pnAa knacrtepa

o CUHXpOHU3aLMSA BpeMeHM MacCUBHOrO y3Jla KnacTtepa - I;,\

o MuHuUManbHoe BpeMA nepekywvYeHUA KacTepa
COKpaTuaoCb A0 1 ceKyHAbl
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leMOHCTpauua paboTol
KnacTtepa



CxeMma AeMOHCTpPALUUOHHOro CTeHAa TeXHOeer

Oy Bl O
_I@ _I@

KnueHT VA 4.3.3 VA 4.5.2 CepBep




PaspbiB RDP ceccuu X opecT

<:) KnneHT oTkpbiBaeT RDP ceccuw Ha cepBepe

~ N

O :‘@ @ <

KnueHT VA 4.3.3 VA 4.5.2 CepBep

o Il

<:) OTKAKWYaeM BHEWHUW UHTepdenc KoopaMHATOpPaA HA aKTUBHOM y3ne

@ Oukcmpyem BpemMA BOCCTAHOBJ/IEHUA CBA3MU



PaspbiB ceccum npu ckaumBanuu ¢aiina  HOgecr

<:> KnueHT uHuummnpyet ICMP 3anpoc Ha cepep (PING)

KmeHT VA 4.3.3 @ VA 4.5.2 CepBep

@

6

<:> KnueHT ckaymBaeT dann c cepepa (SMB)
<::) OTK/l04aeM BHEWHUA UHTepdelnc KOoopOoMHATOpa HA AaKTUBHOM y3ne

@ Odukcupyem BpemMA BOCCTAHOBJIEHUA CBA3MU 7
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HoBble BO3MOXHOCTM
MOHUTOPUHT A



HoBble BO3MOXHOCTU MOHMUTOPUHIA XS eeT

o Moapepxka npoTokona SNMPv3 (+INFORM)

O MOHMTOpPWHI NaccuUBHOrro y3sa Kjnactepa 4epes3 SNMP

O MOHUTOpPUHI [aT4YUKOB annapaTHoin nnatdopmbl (Kpome VA)

o WHTerpauma 6a3bl SNMP MIB B WebUI i

o YTunusauua ceTeBbiX MHTepdencoB B WebUI



TeX H @ infotecs
2022 QQeCT

[MoBblLleHUEe 6e30MaCHOCTMU
ceTeBblX MPOTOKONOB



MoBbiweHMe 6e30MacHOCTU CceTeBbIX X eeT

NpoTOKOJI0B

o Nopgpepxka npoTokona SNMPv3

o AyTeHTudMKaumAa u wnudpoBaHue SNMP 13

OBLYMe HACTPORKK

o PaboTa Beb-uHTepderica no HTTPS (AES) €3 Pespessrssrenne 00

[] PaapewnTs oTnpasky trap-coobwenni

@ Monbaoeatenu

o CamMmonoAnucCaHHble U BHEWHWEe cepTUPUKATHI

MMA Nonb30BaT.. X3l LWnbpoeaHue Pa3peliexue

defaultuser MD5 Het Read

o Noppepxka ayTeHTudukaumm OSPFv2

o MaponbHaa v kKpunTtorpaduyeckaa ayTeHTUPUKauma

11



TeX |—| @ infotecs
2022 Q@eCT

CepBUCHbIe PYHKLUW



CepBUCHble GYHKLMUM X opecT

o Bo3BpaT K 3aBOACKWM HACTpPOUKaM
O OTNOXEHHbIN CTapT CAyxb

O YnpasneHue oTnevyaTkamum SSH-kaw4eu

o YnpaBneHue nepesarpyskon B WebUI

o JlokanbHoe O6HOBNEHME CMNPABOYHUKOB U KIYEN

13



Bo3BpaT K 3aBOACKMM HACTpOMKaMm X eeT

CueHapun Ansa BOCCTAHOBAEHUA paboTOCNOCOOHOCTH:
o UcTe4vyeHne cpoka pencrteua naponen
o HekoppeKkTHaA cCMeHa MacTep-KJHn4eWn

o YTpaTa naponen agMUHUCTPATOPOM

o HekoppekTHaA HacTpouka

o Coon B paboTe MO

14



TeX I—l mfotecs
2022 !¢eCT

Cnacubo
3a BHUMaHue!

MoanucbiBanTeCb Ha Hawu couceTw

https://vk.com/infotecs news E% %E https://t.me/infotecs news
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